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[ ]

Js vitest.api.config.js *kProcessed Files:sk
Js vitest.api.config.mjs - Iserver/middleware/roleValidation. js’
-5 P, - ‘server/middleware/tenantIsolation.js’
Js vitest.config.mjs - “server/models/TenantUser.js"
15 _— - ‘server/models/User.js"

vue.config.js - ‘server/routes/system-admin. js’

> NOTEPADS +WEER

> OUTLINE 1. ¥+ b 98 ( tenantIsolation.js’):
> TIMELINE
X ooAgents § feature/system-admin-screen* & ® 0 A 0 serfeb @& Ln1,Col 1




Claude Code 2.0.14 (Sonnet 4.5)

» R A b (HHRE) Z/FRU THIEC
v 200 71 IIEE
v 7,369973EhN
v T2OFMUWVWITZ RFAA> B
v 3DDYIR—KRI 7L (ROUT M I—F4UF )
v docs/TANA—&3IHFTIV—(CEEE
» SEHEIEFETY —XO— RZFHHEN SEAFKEZ R
v APl —AFFI)L. TFa1UFT+r. MCPEEDMARRIRE




npmB T SA4F T —2IENI/M15SSVISFHEEL TLY

% (Shai-Hulud)
npMCEITID/\WIH—EBEZRELT/\Vvi—2
(CWorm % 'ﬁ: H::l“ LT% % StepSecurity O VN O

5l & U C@ctrl/tinycolor package (2M DL/w)
Worm (FHFERIBVCEITRIEN 557 —FZ2ED
Y5(CAPI Key/h EZBAHIRDTEFLZTD
50—200—500 Packages/HhH\ g =

Vibe Coding 9 3 ABHessEDIHNNETHD

Shai-Hulud: Self-Replicating
Worm Compromises 500+
NPM Packages

The Shai-Hulud worm ha:
@ctrlftinycolor in an unprec: - a ply chain attack. The
WS/GCP/Azu t g TruffleH
ce through GitHub Actions backdoors, and automal 3
other maintainer packages - marking the first successful worm attack in the
NPM ecosystem.

Table of Contents

I\ CRITICAL SUPPLY CHAIN SECURITY ALERT 4}

# Package Compromise

| |
supply Chain Attack
Self-propagating malware infects 40+ NPM packages

2M+ Critical

WEEKLY DOWNLOADS

Executive Summary

The NPM ecosystem is facing another critical supply chain attack. The popular @ctrl/tinycolor package, which

Executive Summary

Community Office Hour

receives over 2 million weekly downloads, has been compromised along with more than 40 other packages

Technical Analysis across multiple maintainers. This attack demonstrates a concerning evolution in supply chain threats - the

Attack Mechanism

malware includes a self-propagating mechanism that automatically infects downstream packages, creating a

cascading compromise across the ecosystem. The compromised versions have been removed from npm.

Indicators of Compromise

In this post, we'll dive deep into the payload's mechanics, including deobfuscated code snippets, API call traces,

Aff Packages

Immadiata Actinne Rantirad

https://www.stepsecurity.io/blog/ ctrl-tinycolor-and-40-npm-p

and diagrams to illustrate the attack chain. Our analysis reveals a Webpack-bundled script (bundle.js) that

ckages-compromised
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## aLoia—E

| Abvoaryeg | RB | TFMIEE | V-O0RAR—Z5H |
| === === i1 ]|
| “tenants® | FFMER (W -[RE-BF) | - | - |
‘users’ | A—Y—1EH | v | - |
‘workspaces® | 9= RAA—=X (FOvxzi k) | v | - |
“tasks® | & AU EH | v | v | *k o3 %*x: " tenants’
‘statuses’ | AF—H R (REF - #THE) | v wkBilkk: TIUFTTY bORKERDT T MEREEE
‘categories’ | AF IV (VL RR—-REFH) |
“tenantCategories’™ | FF» ht@EAFIY | v
‘workspaceCategoryMappings’ | 7—2RR—ZR-AFJUIvEYSY | v | v | ***javascript
‘workspaceMembers® | D—ORR—KRAUN—MFR | v | v | {
‘workspaceSettings® | T—HRR—RWE | ~ | v | name: String, 7;‘/*‘% .
N , N subdomain: String, YTRAMY (—E
\qu:l.zzes I 0\4;(%% l ’ | 7 I status: Enum, active | suspended | trial | pending | deleted
quizAttempts® | A XEEME | /| 7 | plan: Enum, free | pro | enterprise
“googleTokens™ | Google QAuth b—2Z> | v | — |
*calendarSynclLogs® vH—M // ff‘/w»r{j‘
N . N N tenantType:
\aggregatl?nprompts | AIRRZRYTR | v ] /| type: Enum, domain (RXAAE) | team (F—AHE)
auditLogs™ | BE&ERS | v | - | selectedAt: Date,
‘tags‘ | 24 (FkiER) | 4 | - | canChange: Boolean,

‘tenantUsers' | FF > FEBRBI—H— | - | - | }migrationHistory: Array
’

### 1. Tenants (FFb)

| -
-
(i

I #iH#H EET74—IUR

/] RAABIRRE

domainSettings: {
allowedDomains: [Stringl,
domainVerification: Map,
autoJoinPolicy: Object,
restrictions: Object

b
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