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Zero Trust

2010 XEDOFPABE=HIAL XY — - UH—F
(Forrester Research) >3> - >4 —)\—JK
(John Kindervag) hMEIE UTcla/155E

TRUST-BUFVERIFIED
—
“never trust, always verify”
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SP 800-207: Zero Trust Architecture (ZTA)
2019/9/23: Draftl, 2020/2/13: Draft2, 2020/8/11: Final

https://www.nist.gov/news-events/news/2020/08/zero-trust-architecture-nist-publishes-sp-800-207
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DoD Zero Trust Strategy (37 RX—=

Systems Policy 21 (CNSSP 21), and account for the National Institute of Standards and

Technology's (NIST) ZT tenets.**

Reduce Complexity. Align technical and sccurity programs with ZT goals and mission
jectives to streamline regulations and standards for managing sccurity and risk.

D Zero Trust Pillars

| Trust capabilitics across the IE must be developed, deployed, and operated within an organizing Executive Summary

truct defined by seven DoD) Zero Trust Pillars and their cnablers to ensure standardization of

ution. These pillars, as depicted in Figure 3, provide the foundational areas for the DoD Zero "Tncremental improvements will not give us the security we need; instead, the

t Security Model and the DoD Zero Trust Architecture. ™ The execution enablers are cross- Federal Government needs to make bold changes and significant investments in
ing, non-technical capabilities and act ies that address culture, govemance, and elements of order to defend the vital institutions that underpin the American way of life.”
'mLPF-P (c.g., ZT Training, etc.).* This ZT security model re-thinks the implementation of — Exccutive Order on lmproving ation's Cybersocuri a

rity access to resources and is determined by dynamic policy, including obscrvable state of user Exceutive Order on lmproving the Nation's Cyberscurity 12 May 2021

Figare 3. DoD Zero Trust Pillars Five Years into the Future
‘The Departmsent of Defense's (Do) riskcbased Zero Trust Frameswork employed across the Joint
R ) Visibily & Force and the defense ccosysiem protects our ! from increasingly
- e e = = Anal attacks as toaffect our d Trust
AT ool A i B I o ach of the five functions that represent key elements
o dertve context and apply AVML to of a successful and holistic cybersceurity program — Identify, Protect, Detect, Respond, and
k- achieve a h k200 model thay " y
s sl pctecing and rorores ol e resosomares Recover.” As a result, DoD will successfully mitigate atempts to deny, degrade, disrupt, deceive, or
October 21, 2022 St . AeLing 1vat 490 Gooues Sac e destroy our information systems. Operators at all levels are confident that the data accessed., the
Devices Automation & assets deployed, the applications used, and the services provided are secured and resilient.
the health and i
st o 'DOTmLPF-P Exocution Enablors ﬂﬂ‘ﬁ’"’"ﬂ.“md vesed Today
) ‘o dafivd procasess and secuty
e s et ol ity A ¢, Vocig The Department's Information Enterprise is under wide scale and persistent attack from known and
S g meriton bused unknown malicious actors. The Depariment’s most consequential strategic competitor and the pacing
= : challenge for the Department, the People’s Republic of China. as well as other statc-s
Applications 5) Data Network & adversaries and individual maliciols actors often breach the Departinent’s defensive perimeter and
& Workloads oy roam freely within our information systems. The Department must act now.
Applications o hypervaces. o rfasinuchue, pplicsions. (physicaly and ogicaby) e retacek Vi by data breaches the Department of Defense demonsiratc
e e i —— g the need for a new, more robust eybersecurity framework that failitates well-informed risk-based
decisions.* Zero Trust security limiics he siions e of perimtes, ratod o
devices, personas, or d levels of enable
sithentieation and authorization puhu:; founded on the concept of least privileged access.
Implementing the Zero Trust Framework requircs designing a more cfficient architccture that
“The seven tencts of zero trust are outlined in the National Institute of Standards and Technology (NIST) Special enhances security, the user experience, and overall mission p:rfnmmn:u
Publication (SP) 800-207, Zero Trust Architecture, p. 6. These include: 1) All data sources and computing services . o dvanead
2)Al fnetwork location: )yA-.rxss 10 individual Zero Trust uses cncryption.
enterprise resources is grantod on a per-session basis; 4) Acy :5) endpoint sccurity, analytics, and whast auditing, among other capabilities, 1o fortify data,
The enterprise monitors and measures the integrity and security poﬂun' of all owned and associated assets; ) All
cesource and e d)‘ enforced before access is allowed: 7) The
h infe th ‘assets, network infrastructure, and.
communications and use it 0 improve s securiy posture. ' includes “a discrete set of o for the
* See the DoD ZT RA, v2.0, Sections 2. 223, pp. 20 - 23 for a more detailed explanation of the DoD ZT Security b i ination. or d i (DaDI) 5000.82,
Model, the strategic benefit for cach pillar and the intended result of al seven pillars working together. Aequisitian o Information Technology (1, 21 Ape 2020,p. 17.
 Details egarding supporting enablers will be frther cefined and integrated into néxt versions of ihe DoD 27 See US Nasonal ot of Sundans s Teckoology (NIST), Special Fulcaion 1271, Gesiag Surset wih he
Capability Roadmap snd addressed in implementation plans. Ensblers identified to-date include: ZT Awareness & AT Crbersecamtly Pramevprk: A Qeiek Slert Gukde, b August 702, for emcriptions of cybersecuity con
Culture, Adaptive Implemetation Govemance, ZT Policy Framework, ZT Training, and others et Shees 205 e owt] Do e e ch 202
“Risk” refrs to peobability of an undesired event or condition and 2) the consequences, impact, or severity of the
Dob Zero Trust Strategy undesired eveat, were it to-occur. See Dol Aisk, ssue, and Oppartunity Management Guide for Defense Acquisition
10 Prograses. lamary 20

October 21, 2022 DaD Zera Trust Strategy



DoD Zero Trust Capabilities Activities (137X

~y VN
. DoD Zero Trust Activities
For Open Publication UNCLASSIFIED
Dec 17, 2024 5
Department of Defense
18 Activity Name Pillar Responsibility Phase Duration Descriptions Outcomes End State predecessor(s) Suceessor(s)
1. identified Managed Non-rivileged Users.
DoD Companents wtlize enterprise authoritative source of [PE/NPE) Accurately detsrmine and keep track of users who have
identity [PE - AMID, NIS, AFID) and/or establish or augment with local 2. Identified Managed Privileged Users both the authorization and authentication to access
11a Inventory User " - . B— . authoritative source. Identity management can be done manually If critcal systems or resaurces. This Involves regularly e S
= il mponent ongret Level needed, preparing for automated approach In later stages. identity | 3. identified applications using thelr own user aceount reviewing, d the e Basead Dynamic Arcess
source Is connected ta identity Ifecycls management processes (Le. for non-administrative and administrative sccounts. sources of Information that provide the true and up-to-
Joiner/maver/leaver/returner]. I Privileged users are clearly Identified date user data.
4. identify the Autharitative Source of Identities.
1 needed for usar to
application functions and/or data have beenetted and approved
theough the ICAM governance processes.
The DoD ICAM governance establishes a set of user attributes for | 2. Approved Component ICAM implementations will maintain and
.< These " the Information about thelr personnel (Le.
“Enterprise Identty Life-Cycle Management Pt1” activity process for a | attributes and entitiements) while maximizing the usage of self- N Uy D .
implement App Based Enterprise and complete enterprise standard. The Enterprise Identity, Credential and service artributes and entitements.
121 User Target Level ZT w3 conditional user access into applications are available to
permissions per Enterprise| Component Management (ICAM) solution are enabled for -adding/updating
support privieged access management.
attributes within the solution ta betters support [dentity federtion. | 3. Components Identify attributes associated with PAM activities
Remaining Privileged Access Management (PAM) activities are approved within their network/system boundary.
and tailored as specified by the roles.
4. Component ICAM Implementation obtain authoritative
Information about persanne! (.. attribates, and entitlements) from
a central attribute source once. available, or from other Do
Components using standard profiles othenwise.
Do Companents ullize the nies from the "Periodic Authentication® | =25 10 applicationsfsendces’ functions and/or dataare Wmited | oLy 1 e ocour where acoess s affected I
e o e g e ool KL | Byl g i S
122 Sk User Component Target Level ZT n1 Privieged user accounts utlize the PAM solution to move to dynamic | £¥ices emironment etc.} allowing for granular and flesible control.| ™" o i iuays predicated an authentication and i Sl et e
= privileged accass using ust-in-Time access and Just-Enough- ‘authorization with activity happening (decisions made) Lol
2. Al possible applications use JIT/JEA permissions for
Administration methars.

administrative users.

in real time.

Al-enabled Network Access
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The 24 CFO Act Agencies

*Agency for International Development
*Department of Agriculture
*Department of Commerce
*Department of Defense
*Department of Education
*Department of Energy
*Department of Health and Human Services
*Department of Homeland Security
*Department of Housing and Urban
Development

*Department of the Interior
*Department of Justice
*Department of Labor
*Department of State

*Department of Transportation
*Department of the Treasury
*Department of Veterans Affairs
*Environmental Protection Agency
*General Services Administration
*National Aeronautics and Space
Administration

*National Science Foundation
*Nuclear Regulatory Commission
-Office of Personnel Management
*Small Business Administration
*Social Security Administration
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