Zero Trust Architecture
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Zero Trust
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(Forrester Research) ®>3> - >4 —)\—JK
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“never trust, always verify”
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N IST (National Institute of Standards and Technology, , 77 XU BEEAEMTHAITET)

SP 800-207: Zero Trust Architecture (ZTA)
2019/9/23: Draftl, 2020/2/13: Draft2, 2020/8/11: Final

https://www.nist.gov/news-events/news/2020/08/zero-trust-architecture-nist-publishes-sp-800-207
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Definition of Cloud Computing:  (NIST SP800-145, Sep. 2011)

Cloud computing is a model for enabling convenient, on-demand network
access to a shared pool of configurable computing resources (e.q.,
networks, servers, storage, applications, and services) that can be rapidly
provisioned and released with minimal management effort or service
provider interaction. This cloud model promotes availability and is
composed of five essential characteristics, three service models, and four
deployment models.

o HFER
On-demand self-service, Broad network access,
Resource pooling, Rapid elasticity, Measured Service
- H—EXEFIL
SaaS, PaaS, IaaS
« FTJOAANEFTIL
Private cloud, Community cloud,
Public cloud, Hybrid cloud

jl> FDEE AR “X as a Service” "&EIZU TS/, l AWS EC2
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“never trust, always verify”
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<&Z>O0ASIS XxACML v2 (Feb. 2005)

PEP: Policy enforcement point
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PDP: Policy decision point -

8. attribute
query
. 7c. resource
1. policy PIP 7b zt;r\;ﬁ:l:ns‘em
A attributes
| PIP: Policy information point
7a. subject
attributes
PAP: Figure 1 - Data-flow diagram

Policy administration point
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« https://docs.oasis-open.org/xacml/2.0/access control-xacml-2.0-core-spec-os.pdf
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