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Your computer has been locked dus 1o suspicien of Blegal conten
davwnbaading and distribution

Meritioresd dlegal cantent (414 b of video [es) was aulormatically
clazsiied a2 child pormographic malenats. Such actions, in whoke o in
pari, wolate following LS. Federal Laws

Ay individual whe viclates, or atbempts to viclaie, or conspires to
violate mentiened lyws shall be sentenced 1o 4 mandatory term of
impriscnment from 4 to 30 years and shall b& fined up o 5250000,

Technical details:

Irvalved IP sddress:

Invalved host name: Nake

Sowrce or imterme diary stbe s: hitp:wees. pomibvub. com

Al sus picious. Tles from your compuler were irarsmilied o a special
sarser and shal be used as ewdences. Don’ iny o cormupt ary data o
unbiack Your account in an unaushonz ed way

Yot Carse can be clasalied as occasionalunmaotraled, soconding o e
17 (U 5. Code) § 512 This it may be closed wilhaul prosecuion. Your
comipuier will be unblocied auiomatically

I arder to resolve the situsion i an abaye-ine it d very you
shiould pay a fine of £300.

Your computer

has been locked!

HOW TO UNLOCKE ¥OUR COMPUTER:

Take your cash to one of this
relad locations:

Wéabemart ‘ - lfi
i S Y

Get a MoneyPak and
purchase it with cash at the
B register

3 Come back and enfer yaur
a MoneyPak code to unlock

your compuler (5 attempls

available)
Code; [7-7 L7220
1 rd c |
4 | 5 ]
1 | 8

Permanent lock om D504 2013 12:4 po EX]
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S8t US-CERT https://www.us-cert.gov/ncas/alerts/ TA16-091A

ST IPA 2016518 OFEUN T, 201556 A DU T

Mt JPCERTCC https://www.jpcert.or.jp/at/2015/at150015.html

ST 28T  http://www.keishicho.metro.tokyo.jp/kurashi/cyber/security/cyber503.html
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RaaS(Ransomware as a service)D{F{E

« FI)IANEHE/N\RIL
- {5 55 _E M60%IFAffiliate. 40%(EAuthor®D&EE 5>

© General (8 Payment information @ Change password

Figure 2: Cerber Affiliate Panel- Earn 60% of the Profit, and a 5% Referral Rate

S B8 It : CheckPoint CerberRing: An In-Depth Expose on Cerber Ransomware-as-a-Service
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Dashboard

InstalsCTD178)

Encryptien Started Good: 7414
Encryption Started Bad: 545
Encryption Completed. 5332

[ sratistics

Encryption

Date Installs  Started Good
4/23/2018 14 4
4/22H2016 1356 89
4/21/1201€ 336 204
4/2012016 149 63
4/19/2016 402 250
4M18/2016 171 73
AM7I2016 a4 40
4/16/201€ 190 9
4/15/2016 842 386
4141216 760 606
41312018 475 354
41212016 472 37
41112016 797 7

Encryption Encryption Number af
Started Bad  Completed  Visit Landing  payments
1 1 184 0

15 70 326 7

45 164 a4 ]

22 64 443 ]

20 237 529 10

b 67 656 13

& 20 200 3

15 52 407 10

24 “ur 620 15

32 434 535 ¥

30 280 512 12

44 265 541 15

52 485 701 15

Wisl Landing: 3292
Mumber of payments: 164
CRV: 1.76%

CRI: 3.06%

Prefit: £1119.8050 ({523456.64

[ s.0088 ([ 3579.60)

CRV

0.00%

2.15%

1.60%

1.1¥%

1.80%

1.98%

2.46%

242%

1.31%

2.34%

2.77%

2.14%

CRI~

0.00%
5.19%
1.79%
3.45%

2.48%

5.26%
1.78%
0.92%
253%
3.18%

1.86%

Profit
E 00000 (E0.00)

W 43481 () 1943.45)

2 (E13523.03)
1136265 (16080 48)
| 1.7568 (L) 785.25)

[7.0110 ([]3133.63)

[ 14.0076 ([ 6260.65)

Bz IX4H16H
EHRE 4074
A2 A—)L:190&
E51LEe: 798
E51bki:. 158
BB 1LEH 528
CRV:2.42%
CRI:5.26%

7t £ $3133(¥313,300)

E152572 (E] 2349.76)
[E7.1005 (1317383

L 8.77

]

3 (L) 4368.61)

Ee.6011 (El4291.29)
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Figure é: Second Sample Campaign

S H8JT: CheckPoint CerberRing: An In-Depth Expose on Cerber Ransomware-as-a-Service
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£ B85t http://d.hatena.ne.jp/Kango/20150701/1435770111

Acronis ©2016

Proprietary and Confidential


http://d.hatena.ne.jp/Kango/20150701/1435770111

INYH—DBRZDE N

o RYUE—T494H
- BREQEIZCBEEOIA—FZEERTUS LIZELSE., EX2)TaY
TMZ&BEHZERETHEHEAZFEDOEE
— INA—RYTFT TR TELGL

-« X ZEFLE
- SUYLIITNERIBEICEZERD
— SBFELMERN, LEAT—23r 3+ 7 TEGN

Acronis o201 Proprietary and Confidential




BRENDRRGERRE



A TOHEE

« EVRFIAV DI RA—0F L yIEB
B L 1=#5 2R Cryptowall version3®M
HEZEMNA00EATH T

SR It : http://blogs.mcafee.jp/mcafeeblog/2015/11/32500400cryptow-a0cb.html




%

e IBIFNEHLONVIEANRDOMSELY)
« FMYDREEDH 40EvRaAL

] Bitcoin B ASEIERY 1 ~

JPBITCOIN.COM

E L ® ot
Fr—hk mﬁ m%lﬁi Z3w FIbIA Bitcoin2.0 HATYT

EHALY b1 EESEE
10,

/05 22:45557 (SHBEH)

24h HiE ¥63,437
¥63,353 e e
I 24h @B A ¥854 (1.38%)

24h RS 82,926.88 BTC (52{85,366RM)

SR T : http://jpbitcoin.com/markets
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20124 Reveton BEEZAYIT 5
« 2013% CryptoLocker 4 E 771 ILDIFES{E
« 2014% Cryptwall A—)LDFHEFFTI771ILEFIA
« 2015% CrypTesla v JLAELTEIRNTEEREIC
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19 KB
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KB
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M3 File
I34EL File
1IQ3 File
24 File

a0 File
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E45 File
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AR 1nvoice #20160304-12
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Action [tems

Dear Customer

Your invoice appears below. Please remit payment at your earliest convenience.
Thank you your business — we appreciate it very much.

Sincerely.
)00 0000004
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Feature MozyPro CrashPlan Asigra Carbonite

File backup [ o ° )

Image backup

NAS backup [ ° )

Office 365 [ [

IAgent-less backup of virtual machines [ ?

Backup to vendor cloud ° [ [}

Backup to storage on SP premises [ )

Backup to a public cloud (Azure,Amazon S3 etc.)

IApplication granular backup [ [ °

Initial seeding °

Bare Metal Recovery (BMR) A

BMR to dissimilar hardware A

Web-restore (]

File search ° [ A

Portal branding °

IAgent branding (] °

Emails branding (customization) [

Usage reporting A A AN A
endor hosted [ o °

Storage on SP premises (Hybrid) [ ) °

Full on-premise deployment ° °

Form factor Software Software Appliancz/Softwar Appliancz/Softwar

Partner management [ ] °

RPO (Min schedule) not defined 15min CbpP lday

Soft quotas

Hard quotas [ ° °

IvSphere (agentless) [}

Hyper-V (agentless) A [ °
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