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Cyber Attacks and damage

5,080,000 attack to Japanese Government
9,312,543 personal data breached
2,020,657,500 USS for legal reparations

1,602,400 USS average legal reparations cost
for each cracked orgs
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damaged industry <- attack

ICT
SNS

* |ntrusion
* Denial of Service

Retail trade=Wholesale ¢ Software Vulnerability
Government and public ¢ Listed credential attack

service

Financial industry
Insurance industry
Education industry

e APT: Advanced
Persistent Threat

* Phishing
e Malware
* Ransom-ware

©2015 Asterisk Research, Inc.
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Security Goal: Reduce Risk

Reduce cyber security risk to an acceptable level

High 4

Unacceptable Risk

Impact to Business

Low Likelihood of Exploit High

©2015 Asterisk Research , Inc. 7
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RMS Titanic departing Southampton on April 10, 1912. (Photo: Creative Commons)
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WHERE IS THE ATTACK SURFACE?

https://www.reddit.com/r/funny/comments/1m628n/the _new _iphone_5s provides_unmatched_secu rity{2
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“Internet of Things”

4 Consumer & Home N

4 Healthcare N

i | B ) il

4 Smart Infrastructure\

@ecurity & Surveillancg

Vivante and the Vivante logo are trademarks of Vivante Corporation. All other product, image or service names in this presentation are the property of their respective owners. © 2013 Vivante Corporation
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OWASP Internet of Things Top 10

11 RETHRWNDIITAEF3—TI—R
12 REaD & HEREE - R o 1 tE
3ZETHWRYRNT—OH—EX

14 BERDIESEDRAN

15 TS5\ —

6 RETIHEWNITORAA—D1—X
17 55NV ENSILAA—D—R

18 E% 7 D A~ i
I9 YOz 7 D7— L7 DERE
110 H)3E BY 75 5

https://www.owasp.org/index.php/OWASP _Internet_of Things_Top Ten_ Project



= ] .\‘ Asterisk Research, Inc.
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OWASP ASVS, OWASP Top 10, CWE Top 25 PCl DSS
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Cross-Site Scripting *
> Output Sent to Browser

> Output Data in Web Page

> DOM Object

> HTTP Header Manipulation

> GET Requests

> HTML Comments in JSP or PHP File
> Hidden Field

> Data Usage from HTTP Request

> Output Encoding Set to False

SQL Injection *

> Dangerous Method Calls

> Database Query Manipulation

> Untrusted Data Source for Query
> Dynamic Database Query

Path Manipulation *

> Unsanitized Data Usage
> Directory Call with Dynamic Inputs

Denial of Service Attack
> Hanging JRE
> Dynamic Web Page Content

kb

Insecure Data Storage
> Insecure File Modes

> No Access Control *

> User Credentials Stored *

> Hardcoded Password *

> Access to Cache

> HTTP Auth Credentials Stored *

Sensitive Information Leakage
> Dynamic Web Page Content

> System Information Leak

> Exposure of Authentication Objects
> Use of printStack Trace

> Exception Handling

> Autocomplete Setting

> External Storage Used

> Screen View Captured

> Web Page Saved to Device

> HTML Form Data

> Insecure Configuration in Manifest

Weak Cryptography *
> Security Features

> Weak Cryptographic Hash

> Weak Encryption

BA-HE

Thread APIs

> Call to Notify()

> Invocation of Thread.stop()
> Invocation of Thread.run()

Struts Misconfiguration
> XML Injection

> XML DTD Attack

> Missing/Duplicate Form Bean %

> Missing Forward Name Attribute *
> Missing Path/Type Attribute *

> Unnecessary Attribute

> Required Input Attribute

> Invalid Exception Scope

> Missing Form-Property Type

> Dangerous Relative Path

> Action Not Validated

Configuration

> ASP.NET Configuration *

> PHP Configuration *

> Environment Variable Value

> Session Timeout Configuration *
> Session Inactive Interval *

> Implementation Time Logic Flaws

> Processing‘s'ensitive Data > Outdated Cipher > Call to ReadLine
> Race Condljnon > Weak Algorithm > Race Condition
> Struts Config > Secure Number Randomization > Hidden Field

> XML Attacks

File Input/Output
> Exposed Buffers
> Temporary Files in Shared Directories

Other Unvalidated User Input *

> LDAP Injection *

> Xpath Injection *

> Command Injection *

> Remote Code Execution

> Javax Persistence Security

* 2013 OWASP Top 100 & 18 H

| Enabling Security for
Developers |

> Insufficient Key Size
> Inadequate RSA Padding

Trust Boundary Violations
> User Supplied Data to Beans

> Calls Affecting CURL Requests

> Untrusted Data Source

> Unsanitized String

> Injection in Email

> Points of Interest

> Entry Point Violation

> Socket Connection Timeout

> Socket Stream Timeout

Unvalidated Redirects & Forwards
> URL Redirection *
> User Redirection *

©2015 Asterisk Research, Inc.

Improper Error Handling
> Unspecified Error Page

> JSP Defines Error Page

> JSONRPC Security

Log Handling
> Unsanitized Data Written to Logs
> Private User Data Logged

Cookie Security *

>Overly Broad Paths

> Insufficient Transport Layer Protection
> Session Management

Resource Handling

> File Input Output

> Hibernate Security

> Resource Not Closed in Finally Block

21
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%> Guidance 3

= a

= Related Guidance

[ PHP Explorer 2 E% v=0 [X] *web.xml 23 = a8
¥ (£ WebGoat Java mE Y
M Node Content
. > (= main » [€] serviet
Gv' fm N > [e] serviet
‘lv" main » [¢] serviet
g>lava P spring MVC
M » [e] serviet
¥ (3> owasp

- > [€] serviet-mappin:
¥ (3> webgoat g ene i

IDETS5 A =k
T ILAA LT

end spring MVC
spring security

end spring security
Define mappings that are used by the servlet container to

¥ = reso

|e] serviet-mapping
.. uncomment this if you want the admin serviet
» [e] servlet-mapping
> [e] servlet-mapping
» [e] servlet-mapping
» [e] servlet-mapping
» [e] serviet-mapping
9. Define the default session timeout for your application,

L] New Lesson Instructions.txt
2| WebGoatLabels_de.properties
WebGoatLabels_fr.properties
WebGoatLabels_ru.properties
WebGoatLabels.properties
¥ (= tomcatconf

|X] tomcat-users.xml

¥ (= web =
= ‘,Me -p ¥ [e] session-config
" s 5 2 days =2880
» (= database o -
N (€] session-timeout 120

fonts —
Design | Source

,images
=25

» (= lesson_plans gL ME B 3¥V—I I project

BHEEI—RORSIZES
JRILAR)LDE[$RAE

» (= lesson_solutions
» (= lesson_solutions_1
P (= lessondS

Resource(s) in project WebGoat J
Total: 111 (16 High,1 Medium,94 L]

» (= lessons
» (= META-INF
» (= plugins v (2> WebGoat Java
» (= users v £33 High
» (= WEB-INF A= ion and iti 1 of data
[Z] index.jsp ¥ (= Use of GET requests
[ tesson_content.jsp ¥ £ src.main.webapp.WEB-INF.pages
[2) main.jsp 2 welcome.jsp
[ reportBug.jsp v {3 src.main.webapp
[2) sideWindow.jsp |Z| main.jsp

D webgoat_challenge.jsp

» (= Password Management
[2) webgoat.jsp

v £ Medium

¥ (= Session Management

¥ (= Session timeout configuration[1]
¥ {3 src.main.webapp. WEB-INF
¥ |5 web.xml
| Mfune:es |

Vg Low

= ion and saniti ) of

» (= Information Leakage

data

| Enabling Security Tor
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Guidance :

Related Guidance

Guidance :

Expire All Sessions After Idle and Maximum Timeouts B

ﬁg nﬁ. - ﬁ'f’f‘/R‘b
Yo7 )La—Kk
-

_" g Cigital

Software Confidence. Achieved,

Expire All Sessiq

Expire All Sessions After Idle and
Maximum Timeouts

Brief Description

All sessions should be destroyed after an idle or maximum time-out period passes.

Extended Description
Session timeouts are common to web-applications and have a number of important purposes:

. They mitigate the risk of an unattended workstation being used by an unauthorized
individual.

. They mitigate the risk of an attacker learning 2 valid session identifier and impersonating a
legitimate user.

. They free up server resources by clearing out session information.

There are two timeout periods: an idle timeout, which destroys a session after a period of
inactivity, and a maximum timeout, which destroys a session after a maximum time period
elapses, even if the user is still active.

Many applications implement an idle timeout (e.g. if a user does not perform an action for 20
minutes, they are automatically logged off the system), but fewer applications implement a

maximum timeout so that a user who is active on the system for a long period of time (i.e. 8
hours) is automatically logged off as well.

D2EE
Preferred Code Example

The following code snippet shows how to enforce a maximum session lifetime.

public class MaxSessionLifetimeChecker {
public static final int MAX LIFETIME = 60*60*8; // 8 hour
maximum

public static boolean execute(HttpSession session) {
if (session == null) return false;
long now = new Date().getTime();
if (session.getCreationTime() + MAX LIFETIME > now) {
session.invalidate();
return false;
}

return true;

... fat some control flow noint in the annlication)...
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